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1. Document Purpose & Scope 

1.1 Purpose 

This document is intended to provide an overview of HHS’s PKI Program’s Transport Layer Security 

(TLS) certificate offerings and to explain the steps for processing a Certificate Signing Request (CSR) 

with the Entrust Certificate Authority. 

1.2 Audience 

There are three roles identified with the Public Trust TLS CSR process: 

 System Owners/Administrators – are responsible for a system’s (web server, database 

service) day-to-day operations and for generating CSRs for that that system 

 Authorized Requestors – individuals authorized by their OpDivs to request certificates  on 

behalf of System Owners/Administrators 

 Entrust Local Registration Authorities (LRAs) – persons trained and authorized by Entrust to 

approve certificate requests  for the Entrust Certificate Authority (CA) 

This document was written to provide Authorized Requestors, referred to as “Requestors” 

throughout this document with the steps and information they need to successfully process CSRs on 

behalf of their OpDiv System Owners/Administrators.  Going forward, Requestors can initiate a 

Public Trust TLS CSR using the on-line data entry form as per the instructions below. 

1.3   Scope 

This document contains the procedures a Requestor will follow to process an HHS PKI Program’s 

Public Trust TLS Certificate.  Common Policy processes vary slightly from the Public Trust request 

processes (e.g. User interface, URL etc.) and are considered out of scope for this document. 

Additionally, the following information is out of scope for this document: 

 Generating a CSR for a specific operating systems 

 Installing a TLS certificate once it is retrieved by the requestor 

 LRA training requirements and CSR approving procedures 
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2. HHS PKI Program’s TLS Certificate Overview 

2.1 Public Trust vs. Common Policy Based Certificates 

The HHS PKI Program offers two different types of TLS certificates: Public Trust and Common Policy.  

The attributes of each type of TLS certificate is provided in the table below. 

PUBLIC TRUST COMMON POLICY 

Also called “External TLS certificates” at HHS Also called “Internal TLS certificates” at HHS 

Trusted root CA is:  
Entrust.net Certification Authority (2048) 

Trusted root is:  

Entrust Managed Services Root CA 

Trusted root CA is widely distributed via the 
major internet browser vendors 

Trusted root CA certificate must be distributed 
to relying parties and manually installed 

Not cross-certified with the Federal Common 
Policy CA 

Cross-certified with the  
Federal Common Policy CA 

*Note:  Instructions for Common Policy processes 

and procedures will be included as part of a 

separate user guide. 

In general, if a system or web server is going to be accessed by HHS / OpDiv users only, an Internal/ 

Common Policy TLS certificate is recommended.  Because Common Policy TLS certificates are issued 

by HHS’s own CA, the certificates are significantly less expensive than the Public Trust TLS 

certificates. 

However, if a system or web server is going to be accessed by users or other systems external to 

HHS, then a Public Trust TLS certificate is recommended. 

3. HHS PKI Program Public Trust Certificate Request Procedures 

3.1 Overview 

The overall steps a Requestor will follow to process a CSR are as follows: 

1. Create a TLS certificate request in the Entrust Certificate Management System (CMS) 

2. Submit the request to an LRA for approval 

3. Retrieve the certificate. 

The remainder of this document explains in detail how to execute each of these steps. 
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3.2 Procedure for Requesting a Public Trust Certificate 

Follow these steps for requesting Public Trust certificate.  

3.2.1   Requesting and Receiving the Authorization and Reference Codes 

The HHS Common Policy TLS CSR process begins with the Requestor sending an email to the HHS PKI 

Helpdesk.  If approved, the email request will result in the receipt of two emails, each containing 

one piece of the Activation Code.  One email will be received from the HHS PKI Helpdesk and the 

other email will be automatically generated by the Entrust HHS Enrollment Server for Web 

application.  A Requestor will require both codes (Authorization code and Reference code) to 

generate a certificate request. 

Step 1:  

Send an email to the HHS PKI Helpdesk (USHHSPKIHelpdesk@deloitte.com) containing the 

following information: 

 The Common Name (CN) for the system/application requiring a certificate 

 The Email address of the Authorized requestor. 

Note: This email address will be used by the Entrust HHS Enrollment Server for Web 

application to send the Reference Code and will also be used to contact system 

administrators if and when Entrust notifications or certificate expiration notifications are 

required to be sent.  

3.2.2   Create an TLS Certificate Request using e-Form 

Note: Only CSR’s received from Authorized Requestors will be approved by the LRA. 

Step 1:  

Navigate to the following URL using an internet browser: 

(https://www.entrust.net/webhost/index.cfm?code=1-1M6GQM&validationcode=0F606031-09E8-

7DC1-106AC4FA318683E5) 

Note:  Only approved requestors will be provided the password for the above URL. 

  

mailto:USHHSPKIHelpdesk@deloitte.com
(https:/www.entrust.net/webhost/index.cfm?code=1-1M6GQM&validationcode=0F606031-09E8-7DC1-106AC4FA318683E5
(https:/www.entrust.net/webhost/index.cfm?code=1-1M6GQM&validationcode=0F606031-09E8-7DC1-106AC4FA318683E5


HHS PKI Program’s Public Trust TLS Request Procedures 

5 

The Certificate Request E-Form page appears as shown below. 

Step 2:  

Select the certificate type from the dropdown menu. 

Figure 1 Certificate Request E-Form 

 

Once the certificate type is selected, the next page of the TLS Certificate Request will appear: 

Figure 2 TLS Certificate Request 

 

  



HHS PKI Program’s Public Trust TLS Request Procedures 

6 

Step 3:  

Complete the information for all the fields on the page, as follows: 

 Password - Enter the password, as provided to Authorized Requestors by the LRA. 

 Full Name - Enter the full name of the Authorized Requestor. 

 Email - Enter the email address of the Authorized Requestor. 

 Additional Emails - Enter the additional email addresses of any persons (e.g.  Server 

administrator’s group email account) other than the Authorized Requestor who should 

receive expiry notifications.  Separate these email addresses with commas. 

 Phone - Enter the telephone number of the Authorized Requestor. 

 Certificate Type - This field is filled automatically according the type of certificate requested. 

 Organization Name – Select US Dept. of Health and Human Services from the drop-down 

menu.  

 Expiry Date - Select the lifespan of the certificate.  (Note: The Two year lifespan is the option 

available) 

 Certificate Signing Request - Copy the certificate signing request (created on the machine 

where the certificate will be installed) into the field provided. Be sure to include the “Begin 

new certificate request” and “End new certificate request” statements, including the 

leading and trailing dashes. 

Step 4:  

Click Next. 

A confirmation screen appears. 

Figure 3 Confirmation Screen 

 



HHS PKI Program’s Public Trust TLS Request Procedures 

7 

Step 5:  

Review the information contained on the confirmation page (shown above).  If it is correct, 

select Accept. If not, select Decline.  

Note: If “Decline” is selected, the user will be required to start the entire process over.  

3.2.3 Await LRA Approval 

Upon clicking the Accept button, the Entrust CMS sends an email message to the LRAs notifying 

them that a new request requires their approval. The LRAs must approve the request before the 

certificate is created. 

If the LRA approves the request, the Entrust CMS sends an automated email message, 

containing a link to retrieve the certificate, back to the Requestor. 

If the LRA declines the request, an automated email message stating that the request has been 

declined will be sent to Requestor. The email will contain an explanation for why the request 

was declined. 

3.2.4 Retrieve CSR 

Upon approval of the CSR by the LRA, a Requestor may either follow the step below to retrieve the 

signed certificate themself, or they may choose to forward the email message with the retrieval link 

to the System Owner/Administrator.  The user must perform the following actions to retrieve the 

signed TLS certificate:   

Click the link, provided in the approval email, to open the certificate download page. 

If the recipient is using Microsoft® Internet Explorer, the browser downloads and installs the 

certificate after they accept the license agreement on the certificate download page. 

For instructions about using a different browser, please refer to the Installation Guide link on 

the Web page that appears after clicking I Accept. 
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Figure 4  Client Certificate Agreement 

 

Once the process is completed the user can close their browser.  

For any additional questions regarding these HHS PKI Program Public Trust Certificate Request 

Procedures, or about the HHS PKI Program’s TLS Certificate offerings, please send an email with a full 

description of the issue and return contact information to:  USHHSPKIHelpdesk@Deloitte.com. 

mailto:USHHSPKIHelpdesk@Deloitte.com?subject=HHS%20PKI%20CSR%20Procedure%20Inquiry
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